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Abstract 

orZeku fMftVy ,oa lwpuk ;qx esa izkS|ksfxdh dk mi;ksx rhoz xfr ls c<+ jgk gS ftlesa O;fDr;ksa rFkk ljdkjks dh dk;Ziz.kkfy;ksa esa 

lqfo/kkvksa ds lkFk gh pqukSfr;ksa dk leuk djuk iM+ jgk gS tSls lkbcj vijk/k] MsVk pksjh gSfdax jSuleos;j fQf’kax rFkk igpku 

dh pksjh tSlh pqukSfr;ka rsth ls c<+h gSA ,sls ifjn`’; esa lqj{kk vkfFkZd fodkl iz’kklfud lq’kklu rFkk lkekftd fo’okl dk 

egRoiw.kZ vk/kkj cu pqdh gSA ;g “kks/k i= lkbcj lqj{kk ds fofHkUu vk;keksa dk fo’ys’k.k djrk gS blesa usVodZ lqj{kk lwpuk 

lqj{kk DykmM lqj{kk lkbcj dkuwu d`f=e cqf)eRrk vk/kkfjr lkbcj lqj{kk dk v/;;u fd;k x;k gSA 

 

eqy’kCn: lkbcj lqj{kk] lkbcj vijk/k usVodZ lqj{kk fQf’kx d̀f=r cqf)eRrk 

21oha lnh esa lkbcj Lisl ;q) dqVuhfr]vFkZO;oLFkk vkSj 

jk’Vªh; lqj{kk dk ,d egRoiw.kZ {ks+++++= cu pqdk gS ljdkjh 

laLFkkuksa j{kk izfr’Bkuksa]cSfdax ÅtkZ lapkj rFkk egRoiw.kZ 

lajpu lkvksa ij c<+rs lkncj geyksa us lkbcj lqj{kk dks 

jk’Vªh; lqj{kk dh xEHkhj pqukSfr;ka cuk fn;k gSA 

▪ lkbcj lqj{kk ds vk;ke& 

▪ rduhfd vk;ke 

▪ jk’Vªh; lqj{k ,oz lkefjfd  

▪ vkfFkZd  

▪ lkekftd ,oa euksfoKku  

▪ vUrjkZVªh; lg;ksx ,oa lkbcj dwVuhfr  

 

lkbcj ;k lkbcj&Lisl&rhoz fMftVkbts'ku ds bl ;qx esa 

O;fä vkSj jkT; nksuksa dh fuHkZjrk daI;wVj] l‚¶Vos;j ,oa 

baVjusV ij c<+rh tk jgh gSA lwpuk çkS|ksfxdh ds fodkl us 

baVjusV ,oa lks'ky ehfM;k ds mi;ksx dks vkSj Hkh vfèkd 

c<+kok fn;k gSA fMftVy midj.kksa ¼daI;wVj] baVjusV] 

l‚¶Vos;j vkfn½ ds lfEefyr :i dks gh lkbcj ;k lkbcj 

Lisl dgrs gSaA 

 

lkbcj&lqj{kk&daI;wVj] l‚¶Vos;j vFkok baVjusV ij dh xÃ 

xfrfofèk;ksa dks lwpuk ¼Data½ ds :i esa tek ¼Store½ djds 

j[kk tkrk gSA bu MkVk rFkk midj.kksa dh lqj{kk gh lkbcj 

lqj{kk dgykrh gSA bUgsa cpkus ds fy, fd, x, lqj{kkRed 

mik; Hkh lkbcj lqj{kk ds Js.kh esa vkrs gSaA 

 

lkbcj&vijkèk&fdlh Hkh daI;wVj] l‚¶Vos;j] osclkbV vFkok 

bysDVª‚fud midj.kksa dks gSd djuk vFkok MkVk pksjh djuk 

lkbcj&vijkèk ¼Cyber-Crime½ dgykrk gSA lkèkkj.k 'kCnksa esa 

,slk vijkèk ftlesa daI;wVj dk mi;ksx fd;k x;k gks 

lkbcj&vijkèk dh Js.kh esa vkrk gSA 

 

pqukSfr;ka& D;ksafd lkjh O;oLFkk vkHkklh; ¼Virtual½ gksrh gS 

blfy, bldh ç—fr ijaijkxr vijkèk ds eqdkcys vkSj Hkh 

T;knk ?kkrd gksrh gSA blesa vijkèkh nqfu;k ds fdlh Hkh dksus 

esa cSBdj vijkèk dks vatke ns ldrk gSA mls idM+s tkus] 

?kk;y gksus vFkok ekjs tkus dk Hk; ugÈ gksrkA ;g dk;Z dsoy 

,d is'ksoj O;fä ds }kjk Hkh fd;k tk ldrk gSA 

lkbcj [krjs 

daI;wVj vkSj baVjusV ekuo thou ds çR;sd {ks= esa ,sls lek;k 

gS fd blds fcuk thou dh ifjdYiuk Hkh ugÈ dh tk 

ldrhA fMftVy midj.kksa ij vR;fèkd fuHkZjrk us lkbcj 

[krjs dks vkSj Hkh vfèkd O;kid cuk fn;k gSA 

 

lkbcj&vijkèk ds {ks= vFkok çdkj 

Msfu;y vkQ lÆol ¼DoS½& blesa ;wtj ds daI;wVj ij 

lsokvksa dks ckfèkr dj fn;k tkrk gSA 

 

ekyos;j ¼Malware½& bl çdkj ds l‚¶Vos;j dk ç;ksx 

miHkksxrk ¼User½ ds daI;wVj lapkyu dks ckfèkr dj voSèk 

rjhds ls lwpukvksa dks bdëk djus ds fy, fd;k tkrk gSA 

dqN ekyos;j fuEu gksrs gSa& 

1. daI;wVj&ok;jl ¼Computer VIRUS-Vital Information 

Resource Under Siege½ ;g ,d ,slk çksxzke gksrk gS tks 

;wtj ds eq[; lwpukvksa dks {kfr igqapkrk gSA bl ok;jl 

ls laØfer daI;wVj esa fdlh vU; fMokbl dks tksM+us ij 

;g ok;jl mlesa Hkh viuh ,d çfrfyfi cuk nsrk gSA 

 

2. Vªkstu&g‚lZ ¼Trojan-Horse½& ;s çksxzke ,sls cuk, tkrs gSa 

fd ns[kus esa csgn mi;ksxh yxrs gSaA bUgsa [kkldj xse] 

osclkbVksa vkfn ij yqHkkus foKkiu ds :i esa çnÆ'kr 

fd;k tkrk gSA ;g çksxzke ;wtj ds MkVk dks bls LFkkfir 

djus okys ¼blds ekfyd½ ds ikl Hkst nsrs gSaA 

 

3. Likbos;j ¼Spyware½& ;g ,d ,slk çksxzke gS tks ;wtj 

ds }kjk baVjusV ij fd, x, dk;Z ,oa xksiuh; tkudkjh 

dks blds ekfyd ds ikl Hkst nsrk gS vkSj ;qtj dks irk 

Hkh ugÈ pyrkA 

 

4. dh&y‚xj ¼Key-Logger½& bl çksxzke ds }kjk ;wtj ds 

dh&cksMZ dks fu;af=r fd;k tkrk gS A ;wtj ds }kjk Vkbi 

fd, x, MkVk dks ;g] çksxzke LFkkfir djus okys ds ikl 

Hkst nsrk gSA 
 

5. jSuleos;j ¼Ransomeware½& ;g çksxzke miHkksxdrkZ ds 

daI;wVj esa çfo"V gksdj] mlds eq[; Qkbyksa rd igqap dks 

ckfèkr dj fQjkSrh ¼Ransome½ ds :i esa dqN ekax djrk 

gSA 
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gSÇdx ¼Hacking½& nqHkkZouk iwoZd fdlh ;wt+j ds daI;wVj 

usVodZ esa voSèk rjhds ls ?kqldj dCtk dj ysuk gSÇdx 

dgykrk gSA bl xfrfofèk dks djus okys gSdj dgs tkrs gSaA 

buds Hkh nks çdkj gksrs gSa & 

 

1. CySd gSV gSdj& ;g ;wtj ds flLVe esa o"kks± rd fcuk 

idM+s x, jg ldrs gSa A ;g MkVk pksjh ds lkFk ml 

flLVe esa Hkh [kjkch yk ldrs gSaA bl Js.kh esa vuokafNr 

;k vkijkfèkd xfrfofèk djus okys gSdlZ dks ØSdj dgrs 

gSaA 

 

2. OgkbV gSV gSdj& bl dSVsxjh esa çksxkej] Msoyij] 

usVodZ&bathfu;j] l‚¶Vos;j&bathfu;j vkSj osc iksVZy ds 

lqj{kk lykgdkj lfEefyr gksrs gSaA ;s lqj{kk daifu;ksa }kjk 

çksxzke rFkk l‚¶Vos;jksa dh lqj{kk tkap ds fy, 

vkfèkdkfjd :i ls fu;qä fd, tkrs gSaA 

 

bysDVª‚fud LiSÇex ¼Electronic Spamming½& fdlh baVjusV 

;wtj dks osclkbV rFkk Ãesy ds ekè;e ls vuokafNr lkefxz;ka 

Hkstuk LiSÇex dgykrk gSA bldk lokZfèkd çpfyr :i LiSe 

Ãesy&eSlst gS tks foKkiuksa gsrq Hksts tkrs gSaA 

 

fQÇ'kx ¼Phishing½& ;g tkylkth dk lcls dq[;kr rjhdk 

gS A blesa vijkèkh mi;ksxdrkZ dks QtÊ Ã&esy ;k eSlstsl ds 

ekè;e ls ;wtj use] vksVhih] ikloMZ vkSj cSad&fMVsy dh 

tkudkjh tqVkus dk ç;kl djrs gSa A 

 

lkbcj LV‚Çdx&v‚uykbu ekè;e ls fdlh O;fä ds lkbcj 

çksQkby ij utj j[kuk lkbcj LV‚Çdx dgykrk gS A 

 

lkbcj vkradokn&tc fdlh vkradoknh laxBu }kjk fdlh 

ns'k esa lkbcj Lisl ds ekè;e ls vkradh xfrfofèk;ksa dk 

lapkyu fd;k tkrk gS] rks bls lkbcj vkradokn dgrs gSa A 

;g fdlh ns'k dh vkarfjd lqj{kk ds lEeq[k lcls cM+k [krjk 

gksrk gS A 

 

blh rjg ds dqN vU; çdkj gSa& Ã&esy ckaÇEcx] MkVk 

fMMÇyx] lykeh vVSd] ekÉQx] y‚ftd&ce ;k Lyksxu dksM] 

pkbYM iksuksZxzkQh] cwVusV] v‚uykbu xSacÇyx] foÇ'kx ¼o‚bl 

fQÇ'kx½ VScuschx] t‚Echt] Mªkbo&ckÃ bR;kfn Hkh lkbcj 

vijkèk ds varxZr vkrs gSa A 

 

LuksMsu dk [kqyklk& 

,MoMZ tkslsQ LuksMsu vesfjdk ds dsaæh; [kqfQ;k ,tsalh ¼CIA½ 

dk iwoZ deZpkjh o jk"Vªh; lqj{kk ,tsalh ¼NSA½ dk rduhdh 

Bsdsnkj FkkA blus gtkjksa dh la[;k esa [kqfQ;k nLrkost 

varjjk"Vªh; ehfM;k ds lkeus yhd dj fn;s FksaA ;g vesfjdh 

bfrgkl esa vc rd dk cgqr cM+k luluh [kst [kqyklk FkkA 

bu nLrkostksa ls ;g Kkr gqvk fd vesfjdk] ;wjksih; ns'k vkSj 

5&Eyes ¼UK, USA, Canada, NZ, Austreli a½ Hkkjr lfgr 

nqfu;k ds 38 ns'kksa dh tklwlh dj jgs FksaA NSA }kjk yf{kr 

ns'kksa esa Hkkjr dk LFkku 5 oka FkkA LuksMsu ds [kqykls ds 

ifj.kke Lo#i Hkkjr ljdkj dh uÈn [kqyh vkSj fQj Hkkjr us 

egRoiw.kZ çfr"Bkuksa dh cqfu;knh <kaps dks lq–<+ cukus dh fn'kk 

esa dne mBk,A nqfu;k Hkj esa futrk ds vfèkdkj dk eqík 

tksj&'kksj ls mBk vkSj fo’o esa lkbcj lqj{kk ds mik; <w¡<us 

dh gksM+ ep xÃA blh ds ifj.kke Lo:i ekbØksl‚¶V us 

xzkgdksa dks vesfjdk ds ckgj MkVk LVksj djus dh vuqefr nhA 

Hkkjr dh fLFkfr& 

LuksMsu ds [kqykls ds vuqlkj Hkkjr dk lkbcj Lisl yxHkx 

vlqjf{kr gSA csgrj j.kuhfrd rS;kjh ds vHkko esa Hkkjr 

fMftVy ?kqliSB ,oa lkbcj vijkèk ds çfr vfèkd lqHks| gSA 

lwpuk çkS|ksfxdh ij vkèkkfjr cSaÇdx] ;krk;kr] LokLF;] ÅtkZ 

bR;kfn O;oLFkk,a Hkh bu [krjksa ds çfr laosnu'khy gSA Hkkjr 

fofHkUu çdkj ds dêjiaFkh o mxzoknh fopkjèkkjkvksa ds lewg ds 

fu'kkus ij gS] mudk y{; Hkkjr dks vfLFkj djus dk gSA 

ftlds fy, os lwpuk çkS|ksfxdh dk mi;ksx dj jgs gSaA dkosjh 

ty fookn] tYyhdêw] eqt¶Qjuxj naxs] fdlku vkanksyu] 

,uvkjlh] dqMudqye U;wfDy;j ikoj IykaV vkSj d‚euosYFk 

xsEl ds le; gqvk lkbcj vVSd bldk çR;{k mnkgj.k gSA 

nwljh vksj phu lkbcj Lisl esa ,d çcy fojksèkh cudj mHkjk 

gSA phu us lkbcj {ks= ds egRo dks le>rs gq, ,d lkbcj 

lsuk [kM+h dj nh gSA tks fdlh Hkh laHkkfor [krjs ls fuiV 

ldus esa l{ke gS vkSj vU; ns'kksa ij Hkh tklqlh dk;Zokgh 

djrh gSA 

 

Hkkjr }kjk mBk, x, dne & 

LuksMsu us 21oÈ lnh esa lkbcj Lisl dks ;q) dk mi;qä txg 

crk;k gSA lkbcj Lisl ds egRo dks le>rs gq, Hkkjr }kjk 

bl {ks= esa çeq[k dne mBk, x, gSa& 

▪ lu~ 2000 esa vkÃVh vfèkfu;e yk;k x;k ftls c<+rh 

vko';drkvksa ds dkj.k 2008 esa la'kksfèkr dj blds 

vfèkdkj {ks= dks c<+k fn;k x;kA 

▪ 2 tqykÃ 2013 esa jk"Vªh; lkbcj lqj{kk uhfr ¼National 

Cyber Security Policy½ cukÃ xÃA blh ds rgr us'kuy 

fØfVdy buQ‚jes'ku baÝkLVªDpj çksVsD'ku lsaVj 

¼NCIIPC½ dk fuekZ.k fd;k x;kA 

▪ NASSCOM¼National Association of Software and 

Service Companies½ ds lkFk feydj csaxyq#] iq.ks rFkk 

dksydkrk esa lkbcj Q‚jsafld ySc dh LFkkiuk dh xÃ gSA 

,slh gh 9 vkSj ç;ksx'kkykvksa dh LFkkiuk dk ç;kl 

ljdkj ds }kjk fd;k tk jgk gSA 

▪ NCIIPC, *jk"Vªh; rduhdh vuqlaèkku laxBu* ¼NTRO½ ds 

varxZr dk;Z djrk gSA NTRO dh LFkkiuk lu~ 2004 esa 

dh xÃ FkhA NTRO dh èkkjk 70&A ds rgr NCIIPC  dks 

Hkkjr dh leh{kk lwpuk laj{k.k ds fy, uksMy ,tsalh 

cuk;k x;k gSA  

▪ NTRO esa us'kuy baLVhVîwV vkQ fØIVksy‚th fjlpZ ,aM 

MsoyiesaV ¼NICRD½ Hkh 'kkfey gSA 

▪ lkbcj geyksa ls fuiVus ds fy, uksMy ,tsalh CERT-

IN¼Computer Emergency Response Team & India½ gS 

ftldh LFkkiuk Hkh lu~ 2004 esa dh xÃ FkhA 

▪ ilZuy MkVk flD;ksfjVh fcy lu~ 2018 esa yk;k x;kA 

▪ us'kuy fMftVy dE;qfuds'ku çksxzke 2018 esa yk;k x;kA 

▪ lkbcj lqjf{kr Hkkjr vfHk;ku 19 tuojh 2018 ls pyk;k 

tk jgk gS A 

▪ jk"Vªh; lkbcj lg;ksx dsaæ ¼NCCC½ gSÇdx] tklwlh rFkk 

v‚uykbu vkradoknh xfrfofèk;ksa dk irk yxkus rFkk 

jksdus dk ç;kl djrk gSA 

▪ lkbcj Mkse ifj;kstuk lkbcj vijkèk ls fuiVus esa 

dukZVd iqfyl ds }kjk mBk;k x;k ,d ljkguh; dne 

gS] bls jk"Vªh; Lrj ij ykxw fd;k tkuk pkfg,A 

▪ ljdkjh Hkouksa esa vc usVoÉdx midj.k IPV6 dk ç;ksx 

fd;k tk jgk gSA 
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lkbcj lqj{kk ds {ks= esa varjjk"Vªh; lg;ksx 

lkbcj vijkèk dk {ks= oSf’od gksrk gS blds ekè;e ls nqfu;k 

ds lcls etcwr usVodZ flLVe dks Hkh gSdj viuk fu'kkuk 

cukus ls ugÈ pwdrs A blls fodflr ns'k Hkh ijs'kku gSa 

blfy, varjkZ"Vªh; Lrj ij lkbcj Økbe ls fuiVus ds fy, ;s 

lHkh ns'k lger gq, vkSj bl {ks= esa feydj egRoiw.kZ dne 

Hkh mBk, tks fuEu gS& 

▪ tqykÃ 2001 esa cqMkisLV esa vokafNr lkbcj xfrfofèk;ksa dks 

jksdus gsrq ,d lEesyu dk vk;kstu fd;k x;kA bl 

lEesyu dk mís'; varjjk"Vªh; lg;ksx dks c<+kok nsus ds 

lkFk gh ,d varjkZ"Vªh; uhfr dk fuekZ.k Hkh djuk FkkA 

▪ lkbcj Lisl ij Xykscy d‚UÝsal 2011 dh 'kq#vkr gqÃ A 

bl cSBd dks çR;sd nks o"kZ ij vk;ksftr fd;k tkrk gSA 

Hkkjr us 2017 esa bldh estckuh dh FkhA 

▪ usV fo’o lEesyu& vçSy 2014 esa usV xous±l ij nks 

fnolh; lEesyu czkthy esa vk;ksftr fd;k x;k FkkA 

ftldk fo"k; Fkk& *'kklu ds Hkfo"; ij oSf’od cgqfgr 

èkkjh cSBd* 

▪ jk"VªeaMy f'k[kj lEesyu 2018 dk lkbcj ?kks"k.kk i= 

▪ fo’o vkÆFkd eap }kjk lkbcj lqj{kk ij oSf’od dsaæ dh 

LFkkiuk 

 

orZeku ?kVukØe 

▪ 6 flracj 2023 dks CERT-IN ds }kjk lkbcj tkx:drk 

fnol euk;k x;kA 

▪ MIT fjO;w 2023&  lkbcj fMQsal esa Hkkjr dks 20 esa ls 17 

oka LFkku fn;k x;kA igyk LFkku v‚LVªsfy;k dk FkkA 

▪ lkbcj Lisl lacaèkh pqukSfr;ksa ls fuiVus ds fy, lsuk 

ÞdekaM lkbcj v‚ijs'ku ,aM liksVZ Çoxß ¼CCOSW½ dks 

lapkfyr djus tk jgh gSA CCOSW 'k=qvksa dh çcy 

gksrh ;q)d {kerkvksa ls mRiUu lkbcj lqj{kk lacaèkh [krjksa 

ls fuiVus esa lsuk dh lgk;rk djsxkA 

▪ 21oÈ lnh dh lkbcj lqj{kk vkSj lkbcj vijkèk dh 

pqukSfr;ksa ls fuiVus ds fy, vf[ky Hkkjrh; rduhdh 

f'k{kk ifj"kn ¼AICTE½] iqfyl vuqlaèkku vkSj fodkl C;wjks 

¼BPR&D½ rFkk Hkkjrh; lkbcj vijkèk leUo; dsaæ 

¼I4C½ us la;qä :i ls dop&2023 ykap fd;k gSA dop 

,d jk"Vªh; Lrj dk gS Fkdku gS ftls nks pj.kksa esa 

vk;ksftr fd;k x;kA igyk pj.k f'k{k.k laLFkku rFkk 

vkS|ksfxd {ks= o nwljk pj.k Hkkjrh; lsuk }kjk lSU; j.k 

{ks=e~ 2-0 ds uke ls vk;ksftr fd;k x;kA 

 

lq>ko 

1- ns'k esa MkVk ds LFkkuh;dj.k fMftVy laçHkqrk vkSj 

baVjusV xous±l dks c<+kok nsuk pkfg,A 

2- ns'k esa i;kZIr lkbcj lqj{kk çksQs'kuYl ¼2020 dh fLFkfr 

ds vuqlkj 10 yk[k ls vfèkd½ dh fu;qfä dh tkuh 

pkfg,A 

3- lkbcj [krjksa dks de djus ds fy, fçfMD'ku] fçosa'ku] 

fjLikal rFkk fMVsD'ku çfØ;k dks viuk;k tkuk pkfg,A 

4- bl {ks= esa fuos'k vkSj R&D dks c<+kok nsuk pkfg,A 

5- ,d ,dh—r lkbcj dekaM dh LFkkiuk dh tkuh pkfg,A 

6- ;qjksfi;u ;wfu;u ¼EU½ ds General Data Protection 

Regulation  vkSj vesfjdk ds Cloud Act dh rjg Hkkjr esa 

Hkh MkVk lqj{kk ds fy, dne mBk, tkus pkfg,A 

 

fu"d"kZ 

cnyrs oSf’od ifjos'k esa tSls&tSls Hkkjr fMftVykbts'ku ds 

rjQ c<+rk tk jgk gS oSls&oSls lkbcj vijkèk dk tksf[ke Hkh 

c<+rk tk jgk gSA lkbcj tkx:drk dk jk"Vªh; Lrj ij 

fØ;kUo;u ds lkFk gh uhfrxr fuos'k vkSj R&D ij Hkh Hkkjr 

dks è;ku nsus dh vko';drk gSA ftlls Hkkjr lkbcj lqj{kk 

ds {ks= esa etcwr fLFkfr dks çkIr dj ldsA 
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